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Strategic or critical infrastructures, a

way to interfere in Europe: state of 

play

and recommendations



• Critical Infrastructures (CIs) are essential for providing vital economic and
social functions. The services they ensure, cross-border nature and
interdependencies make them increasingly vulnerable.

• The main EU instruments in place for the protection of CIs (1) Council Directive
2008/114/EC on European Critical Infrastructures and (2) Directive (EU)
2016/1148 on Network and Information Systems (NIS) proved to be
inadequate in face of the threats scenarios challenging the EU.

• Advancements in their two revised versions issued in December 2020: (1)
Proposal for a Directive on the resilience of critical entities (RCE Directive) and
(2) the Revised Directive on Security of Network and Information Systems (NIS2
Directive).



Changes introduced in the two Proposals 

• Expansion of categories with inclusion of e.g. banking, health, drinking water, digital
infrastructure, public administration and space (RCE Directive)

• Shift from the concept of protection to resilience and from infrastructure to entity
(RCE Directive)

• Common criteria for MS to identify a critical entity and key elements of risk
assessment (RCE Directive)

• Advisory missions to assess the measures implemented by MS (RCE Directive)

• Cooperation among competent authorities and notably the Critical Entities Resilience
Group that will cooperate with the NIS Cooperation Group (NIS2 Directive and RCE
Directive)

• Stricter supervisory measures, enforcement requirements and administrative fines
for cyber-security (NIS2 Directive)



The landscape of potential threats on EU soil has been changing and

evolving.

Among those, in our study we addressed the following intentional security

challenges:

1. Terrorist threats

2. Cyber threats

3. Hybrid threats

4. Other forms of interference (Foreign Direct Investments - FDIs,

technologies dependence, cultural influence)



Cyber threats

• Particularly worrisome due to the increased interconnection and
reliance on the internet of most Critical Infrastructures.

• Technological progress and large interconnection characterising today’s
CIs pave the way for new vulnerabilities.

• Risk of ‘cascading failure’ phenomenon: failure in one could lead to the
collapse of other components and potentially to the shut down (2015
cyber-attack against Ukraine electrical infrastructure approximately
225000 end-users affected).



• Other interferences via the cyber-sphere: interference in electronic
voting or online transmission of results (cyber-attacks prior to local
elections in Marseille 2020)

• Reliance on technology can increase dependence on foreign
suppliers: in 2019, more than half of the EU-27 imports of high-tech
products from non-EU countries came from China (32.5 %) and the
USA (22.5 %) (Eurostat, 2020c).



Foreign Influence and Interference in Europe: the case of China

• Chinese investments in Critical Infrastructures in Europe have been steadily
growing since 2008, reaching its peak in 2016/2017 (USD 36.5 billion in 2016). 
Targeted sectors include among others: energy, ICT, ports.

• China’s increasing role in providing materials and technologies for essential
services (examples: medical supplies during pandemic; metals and rare-earth
elements used to produce batteries)

• Culture and education instruments: As of December 2020, almost 200 
Confucius Institutes established in the EU (accusations of scientific and 
technological espionage and propaganda).

• EU Neighbourhood – broadening influence in the Western Balkans: loans (the 
case of Montenegro).



China: a mixture of challenges and opportunities

• China - EU’s second biggest trading partner (after the US). EU - China’s
biggest trading partner.

• MS are more aware on attempts and risks associated with FDIs (stricter
national controls on FDIs)

• China’s purchasing power diminushed in recent years (more accurate
selection on investments)

• Increased attention by NATO on challenges posed by China (NATO
membership of the majority of EU MS)



Recommendations for the EU and the EP

1. Ensure and monitor that adequate funding is allocated to the most critical sectors,
to create “domestic” alternatives for foreign investments in those infrastructures,
services and entities considered as critical or strategic.

Example: EU Plan for green energy transition, mindful that materials for renewable
energy systems are largely imported from other countries.

2. Through election observation, the EP has a privileged position to look at specific
threats targeting democratic and electoral processes, civil society and citizens’
behaviour.

Raising civil society’s awareness on the risk of foreign interferences in democratic
and electoral processes and on hybrid threats should become a clearer objective of
the EP, for instance by:

• Enlarging the scope, objectives and capacity of the Hybrid CoE and the EP Liaison
Offices



• Organizing awareness raising campaigns on hybrid threats targeting civil society,
facilitated by: the EP Liaison Offices, the EP Culture and Education Committee,
partnerships with Universities, active involvement of think tanks and experts in
outreach activities.

• Conducting periodical assessments on how the Code of Practice for the media is
being implemented in EU MS

• Establishing a Voluntary Code of Conduct for the media on how to communicate in
case of a security threat resulting in a CI disruption could be established

• Establishing a temporary intergroup dedicated to the resilience of critical entities
in the EP, to increase informal exchanges and spread information on this subject
between MEPs. This could be done involving in a joint format also MEPs from other
intergroups related with the topic (for instance AI and Digital, Sky and Space).


